The benefits that Internet-based applications and services have given to the end user with today's cloud computing technology are very remarkable. The distributed services instantly scaled over the Internet provided by cloud computing can be achieved by using some mechanisms in the background. It is a critical task for end users to control access to resources because lack of control often leads to security risks. In addition, this may cause systems to fail. This paper describes seven different access control mechanisms used in cloud computing platforms for different purposes. Besides, the advantages and disadvantages of various models developed from previous service-based architectures and used for cloud computing are detailed and classified. During the assessments, NIST's metrics were taken as a reference, and in the study, 109 articles from the past decade were examined. We also compared our research with the existing survey papers.
Introduction
Access control systems have various attributes in order to perform access control principles. The largest advantage of these systems is having user features, which are functions that are appropriate for the procedures performed, methods, and administration characteristics rather than individually performing the procedures in different fields. Thus, the priorities of the systems can be easily determined [1, 2] . In addition, the procedures of performing or denying the determined priorities according to a set of rules can be performed. These rules are set in access control policies. These policies also need to be in accord with the priorities. When evaluating prioritization of access control, five different entities must be considered [3, 4] .
Access controls provide the following benefits:
• Allows the user to system security.
• It allows the user or system authentication.
• It makes network security monitoring.
• Ensures that the above items are processed at the same time.
For the access control mechanisms to be implemented, the policies are determined by the right and decent control rules and the prioritization, which are basic components of these policies, are needed. In this article, the approaches that have been used for the access control mechanism are classified into categories. The second section presents the classification according to the operation techniques [3] [4] [5] . In addition, the access control mechanisms that have been used in older generation servicebased architectures and adapted to current conditions, the approaches that are designed according to the dynamic structure owned by cloud computing are also discussed. National Institute of Standards and Technology (NIST) standards were used as the basis for the comparisons between the systems, and the details are discussed in the third section.
The contribution of this paper is threefold:
• We make a comparative explanation regarding the access control mechanisms present in cloud computing recorded in 109 research papers published in the past decade.
• Unlike other survey studies, each access control mechanism is evaluated by using NIST metrics.
• A comparison of existing survey studies about access control is provided.
Cloud Computing Service Models
Cloud computing provides developers the ability to focus on what is important. As cloud computing has grown, different models and strategies have developed for user needs. Each type of these services provides different levels of control [1, 7, 8] . The following are the types of strategies to use the cloud computing service models:
Private Cloud: Cloud providers cannot be hosted from the outside for security reasons. It is mainly executed by the organization itself or by another third party company. Since the Private Cloud is a personally constructed building, all the information is at the user's disposal. For example, an international company can maintain the information processing needs of its branches in all world countries on a single cloud.
Public Cloud: Cloud services are available for public use for everyone and are generally owned by large companies. These services are free or priced by usage. Generally, public cloud providers like Microsoft, Google, etc., process their own infrastructure resources and access is only provided via the Internet.
Community Cloud: The cloud computing infrastructure is shared by specific organizations. Community members have access to applications and data.
Hybrid Cloud: Combination of several or all of the cloud service models. The purpose is to combine cloud services to create a well-managed and automated computing environment. In this type of cloud the owner can move data and applications between private and public clouds.
Cloud Computing Attacks
Since the use of cloud computing increased and companies are moving towards cloud computing, attacks are also increasing. The attacks on cloud computing are listed as follows [9] :
Denial of Service Attacks: Attacker overloads the cloud system with service requests.
Cloud Malware-Injection Attack: Attacker tries to inject malicious service into the cloud system.
Side Channel Attacks: Attacker attempts to compromise the cloud system by placing a malicious virtual machine.
Authentication Attacks: Attacker targets the mechanisms that are used to secure the authentication process.
Man in the Middle Cryptographic Attacks:
This attack is performed when an attacker places himself between two users and it is based on the weakness of the Address Resolution Protocol, which is used to communicate the MAC addresses of the OSI layer at level 2. The attacker enters the network between the gateway and the computer designated as the victim and constantly broadcasts the ARP attack as if the receiver were itself. As a result of this broadcast, the victim uses the attacker's computer as the computer gateway. Attacker can read, delete or change all messages that come and go between users.
Cloud Computing Limitations and Disadvantages
Cloud computing has many benefits for users and enterprises like reducing costs, increasing flexibility, and providing easy handling. However, in addition to the advantages of cloud computing, it also provides the following risks [7] :
Security and privacy: The ease in providing and accessing cloud services can give malicious users the ability to detect and exploit vulnerabilities. In multi-tenant cloud architecture, an attacker might try to break into the other users.
Downtime: Cloud computing makes applications dependent on the Internet connection. When network service is down, the application is down as well. If Internet service is slow or inconsistent, cloud computing may not be suitable for an application.
Platform dependencies: Hosting and integrating current cloud applications on another platform may unveil some issues.
Limited control and flexibility: Cloud computing users have limited control over the functions and usage of their infrastructure.
NIST Metrics
NIST, founded by the United States of America, is the institute that determines the scaling methods and standards that are valid worldwide. Access control systems must be evaluated with these standards before being selected. These metrics provide a better view of control features to determine whether the model is appropriate for the system or not. The following points are the criteria that we used to examine and evaluate the controls of the subsystems in the third part [10] 
Access Controls and Evaluation

Role Based Access Control
Role Based Access Control (RBAC) is an access control mechanism that surfaced in the 1970s. According to RBAC, the users are assigned to different roles, and the necessary permissions, limitations and authorizations are performed because of these roles [11] [12] [13] [14] . The general structure of the RBAC is the following: with role searches permission assignment (PA), the privileges in the system of every role are determined and the administration permissions are assigned to these roles based on the user assignment (UA), permissions and limitations of the user from the role the user [15] [16] [17] [18] [19] . If we were to examine the case from the perspectives of PA and UA; the user can be assigned to more than one role, and a role can have more than one user. RBAC structure is as shown in the Figure 1 . A hierarchical structure is built with the role designations. Thus, a user coming to the system is assigned to the roles according to status, the requested access field, and the requested administration privileges [20, 21] . Besides, similar to how it happens in other systems, rather than making the permissions and limitations work all the time, these are called into action if the user needs them via the role. Furthermore, the users have the right to change their roles, they may want to be assigned to a role of higher rank or may want the implementation of limitations to their rights and limit their roles [14, 15, 22] . RBAC, which provides many conveniences to the user regarding its usage, also has many beneficial features. When a new role needs to be defined, this role can be obtained from the other roles by examining them or the users can be assigned to roles and these roles assign according to the priorities of the system, thus granting more flexible control and administration rights [23] [24] [25] [26] . One of the other most important features of RBAC is that it does not leave the decision of an operation that is really important to the system to only one user; instead, it decides according to the requests from many users. Another advantage is that it has the appropriate flexibility to combine the large and complex systems [27] [28] [29] [30] . Because of the role assignments that are used in RBAC, the users can be assigned from one role to another much easier and the given permissions can be linked. Additionally, the providing or receiving of the certain permissions can be carried out much faster if necessary. For this reason, RBAC is used more in the fields in which business and marketing applications are chosen to be used, and applying the privacy-aware access control model to the systems that are developed with RBAC is very easy. The role usage is for the benefit of the businesses, and as a result, a safer and consistent way is adapted in developing the private security policies [31] [32] [33] [34] .
The administration power is not user or group based, but it is role based [35, 36] .
Review: As the system priorities are substantiated with PA in RBAC, it has an intermediate-level feature called Privileges/Capabilities Discover. Since the permissions and limitations are determined according to the roles, the Ease of Privilege Assignment is in high level. As it does not make critical decisions according to certain users and roles and as it has flexible control and administration features, the Syntactic and Semantic Support For Specifying AC Rules is in intermediate level. As it is accepted as a secure system, the transfer of the priorities to other people is not possible. This means the low-level Delegation of Administrative Capabilities is high in Vertical Scale because of Horizontal Scale. Since it does not have a feature to combine different policies, the Policy Combination, Composition, And Constraint is at low levels. As all the controls are substantiated with roles and priority transfers are not allowed, it is an access control that can be accepted as secure. Additionally, as it prompts the permissions and the limitations according to needs, it has a high level of Operational/Situational Awareness. As it does not find the system changes odd, it has a high level of Adaptability. As it develops the roles genetically from each other, it has an intermediate level of Policy Import and Export. As it has user interfaces such as API, it has an intermediate level of User Interfaces and API. The access rights are determined according to roles and the access to rights since the roles are not altered according to the working status of the system. Additionally, as it employs the necessary operations when the permissions related to the roles are verified, it has an intermediate level of Least Privilege, Separation of Duty, and Enforcement Mechanism. Since the access rights to this control are distributed via the roles, determining the access rights according to certain principles is difficult; thus, it has a low level of Management Complexity. Furthermore, there are not any procedures to consider any permission conflicts other than the roles; thus, the system conflicts, the Policy Conflict, is at high levels. As RBAC has a certain scalability and flexibility, it can be made compatible with API with certain arrangements, and this means that it has a high level of Horizontal Scope and Configuration Flexibility.
Attribute Based Access Control
Unlike RBAC, the user controls (access permissions) are ensured with attributes and not roles. Thus, in the usage of Attribute-Based Access Control (ABAC), the user attributes play an important role. These attributes can access the general characteristics of the user such as age, height, personal characteristics, and can be altered again according to this information [37] [38] [39] [40] . The determination of the attributes is performed according to the topics. As the attributes are related to the information entered, they can be grouped into the following three categories: subject attributes (such as personal information), Resource attributes (information about the outcomes), and environment attributes (information about the environment) [41] . In this manner, the complexities that are rising in the growing and complicated systems are solved. Similar to RBAC, ABAC calls the permissions and limitations to action when they are needed. Additionally, logical comparisons, and controls are important features [37, 42, 43] . The set of user attributes will be preserved separately as shown in Figure 2 .
Two models have been developed for ABAC. The first one is the model that defines the policies -the policy model-, and the other one is the architecture model that provides the web service access control [44] [45] [46] [47] . The attributes in these models are determined by the experts and they are dynamically altered constantly. In this manner, complying with the changing access control decisions become easier.
The most convenient systems that can use ABAC is the Open and Distributed systems. It substantiates the reaching of these systems to the flexible and trustable access control technology much faster [20] . However, this flexibility increases the occurrences of policy conflicts and makes the maintenance and administration of the policies difficult [48] [49] [50] [51] . After a time period, the developers decided that ABAC is not efficient in system control because the access permissions given according to the attributes of the users became insufficient and unproductive. As a result, the Attribute and Role Based Access Control (ARBAC) model was implemented as the combination of ABAC and RBAC. According to the ARBAC, the system consists of four important elements and the privacy policy operations are performed via these elements [52] [53] [54] . Unfortunately, there have been no experimental studies on ABAC [55, 56] .
Review: As all the operations are performed according to the attributes, the Ease of Privilege Assignments is at high levels. As it gives great importance to logical comparisons, it has a high level of the Syntactic and Semantic Support For Specifying AC Rules. It does not allow authority assignments, which RBAC does, and this means a low level of Delegation of Administrative Capabilities. As the attribute designation depends on the environment as well as a couple of features, different operating systems can affect the application, which means an intermediate level of Vertical Scope and OS compatibility. Two different models for two different fields were developed in order to not need different policy or model combinations. Thus, it has a low-level Policy Combination, Composition, And Constraint. As it is a trustable and flexible system, the Safety is at high levels. Additionally, as it has flexibility and the attributes are altered dynamically, it has a high level of Adaptability. As a result of the disadvantage of the flexibility, unlike it is advantage, it has a low level of Policy Source Management. As it has user interfaces such as API, it has an intermediate level of User Interfaces and API. As the access rights are granted according to the attributes similar to those in RBAC, the Least Privilege is in intermediate levels. As the access rights are determined according to attributes and the access rights are presented according to certain principles, the Separation of Duty and Management Complexity is at high levels. The verification processes are performed according to attributes and because it has access rights. As a result, the system does not allow the operation and function to be included according to the outcome. This means an intermediate level of Enforcement Mechanism. As the control does not have any procedures that can be employed in the cases of certain security leaks and access conflicts, the Policy Conflict is at high levels. As it is an easy control, it can be adapted to other mechanisms by introducing new arrangements with adding new parameters, therefore, it has a high level of Horizontal Scope.
The biggest deficiency of the control is the fact that the rights, decisions, and administrative processes are performed according to attributes and they do not have a certain flexibility. Therefore, it has a low level of Configuration Flexibility.
Discretionary Access Control
Discretionary Access Control (DAC) is an access control that was developed by Graham and Dennig, and it provides the basis of the security systems, which the DAC structure is as shown in the Figure 3 . It is highly preferred in areas where computer security is important [11] . The unit that assigns the authorities is the person who is the owner of the objects called Owner; thus, he also determines the security principles. The owner gives the necessary authorization to individuals in the system, introduces limitations, and limits their access to the system according to his own will [12, 51] . Although the most important feature of this system is the fact that it has a high level of security, it cannot distinguish between the subjects and object domains and has security leaks [57] [58] [59] [60] . This access control is based on the user or group control. While assigning permissions and limitations to users, instead of working on a single user, it chooses to define groups that are controlled by the owner and introduces certain permissions and limitations to them. Of course, this situation can cause serious security leaks in the case that the owner is not trustworthy [4, 61, 62] . The most important feature that can cause problems with the system is that the owner can transfer his authority to someone else. Another problem is the information leaks; in other words, as the control policies are determined according to desires without checking the information of the users by an owner, it does not distinguish between object or subject domains. This prevents it from being able to carry out logical comparisons [61, 63] . Another important feature of the control is that it has a really high flexibility when compared to other controls [60, 62] .
Review: As stated in the description, DAC carries out the assignments by mostly creating groups. This means a high level of the Privileges/Capabilities Discover. Also, as DAC is a system that is owner based, it is easy to understand system and can be operated very easily; thus, it has a high level of Ease of Privilege Assignments. However, as being owner based can hinder the processes of logical comparisons, it has a low level of the Syntactic and Semantic Support For Specifying AC Rules. As it allows the owner to transfer his authorities to someone else, it has a high level of Delegation of Administrative Capabilities. As it is one of the best controls in the matter of security, it is highly chosen to be used in operating systems. It has an intermediate level of Vertical Scope and OS Compatibility. As it has a certain level of flexibility but carries out the assignments group based, there can be problems in different policy combinations. This means an intermediate level of Policy Combination, Composition, And Constraint. In addition, as the access rights in the control are determined by an owner, a low level of Least Privilege is existent. Despite the fact that it is one of the highest ranks of the controls regarding its security, the access rights in the systems are controlled by the person who determines the principles in the system. Thus, it has an intermediate level of Separation of Duty, Management Complexity, and Safety. As DAC has the ability to determine which operations to perform in certain situations, it has an intermediate level of Operational/Situational Awareness. The user interfaces are practical and easy to use. It is also compatible with easy to understand interfaces such as API and GUI; DAC has an intermediate level of User Interfaces and API. It also is faithful to the decisions of the system owner very much; thus, it does not feel the need of any verification control. This means a low level of Verification and Compliance Function Support.
As it includes some operations that in a way that will not cause security threats and on some scale when the permissions are verified, the Enforcement Mechanism is in intermediate level. It does not have the procedures that are employed in the cases of permission conflict or encounter an unwanted situation; thus, it has a high level of Policy Conflict. As its flexibility and scalability are high, it adapts itself to other mechanisms easily. It has a high level of Horizontal Scope. As mentioned in the description, one of the most important features that distinguish this control from other ones is the fact that it has a high flexibility. This means a high level of Configuration Flexibility.
Mandatory Access Control
Mandatory Access Control (MAC) surfaced when the experts decided that DAC is not efficient in terms of security since it is not being able to control every piece of information, which the Working model of the MAC scheme is shown in Figure 4 . The decisions in MAC are not made by an owner but a central system [11, 12] . In this way, more powerful processes are performed in security models [57, 64, 65] . The wholeness and privacy of the system are the most important features after security. Thus, it can increase the security to the highest level in a whole system. Its flexibility is really low [63] . The reason for that is the system security, however, even this does not ensure the absolute privacy. It is used in government and military system improvements as a result of these features [66] [67] [68] [69] . Also SElinux has a MAC mechanism that enables the security protocol to reduce the level of control over objects [70] .
While MAC performs operations, it does not consider the relationship it has with the users into consideration, and for the security grant that ensures that all the users in the operating system perform the user assignments are considering this fact. It allows even the system administrative to perform operations according to the introduced policies by implementing limitations [63, 70, 71] . The most important feature that values this system above DAC is the fact that MAC distinguishes between the subject and object domains and allows the usage of permissions and limitations accordingly. Thus, it is much better in terms of logical comparisons when compared with DAC [72] [73] [74] .
Review: As the permissions and limitations are substantiated according to the user, it has a low level of Privileges/Capabilities Discover. Although the access and usage possibilities are not that good, MAC is easy to understand and use; thus, it has an intermediate level of Ease of Privilege Assignments [72] [73] [74] . As MAC can do certain distinctions, it has an intermediate level of Syntactic And Semantic Support For Specifying AC Rules.As the assignments are carried out by a central system, no user can transfer their rights to another user, which contributes to a low level of Delegation of Administrative Capabilities. Every user has a unique policy it means a special policy for each user is prepared in the system and the combination process of these policies is not allowed. Thus, it has a low level of Policy Combination, Composition, And Constraint. The most important feature of the system is its high security; thus, a high level of Safety is present. MAC is aware of the operations that are performed but does not make its decisions user based, which means Allows the system to make decisions on the basis of the permissions defined for the user thus, an intermediate level of Operational/Situational Awareness. Additionally, the decisions are made by a central system and cause the creation of strict rules, which creates a hard adaptation process in time. MAC has a high level of OS Compatibility because it does not have any compatibility issues. As it has a powerful user interface and control mechanism, it has an intermediate User Interfaces and API and Verification and Compliance Function Support. Unlike DAC, the decisions are made by the central system; thus, the obtaining of the results is healthier and the partner that is given the access rights can be assigned according to the decision. Thus, MAC has an intermediate level of Least Privilege and Management Complexity.As the control researches, grants rights, and manages the system more in detail, there are few security leaks and the Separation of Duty is increased. Similar to DAC, MAC allows the operations to be included with certain scaling and this means an intermediate level of Enforcement Mechanism. Although it tries to close the security gaps with high-security measures, as it does not have a procedure to be implemented in the cases of certain access conflicts, its Policy Conflict is in the intermediate level. Unlike DAC, MACs largest deficiency is it does not have flexibility and it cooperates with other systems in strict rules [63] . Although it has an intermediate Horizontal Scope as a result of the operations that will be done via arrangements and implementing parameters, its Configuration Flexibility is at low levels.
Fine Grained Access Control
In various access controls, the logic behind Fine Grained Access Control (FGAC) was used to introduce developments, which the FGAC structure is as shown in Figure 5 . The advantage of this mechanism compared to other ones is that it has the flexibility to determine the access rights and in which mode they can work for each user. This became the reason for the system policies to be more understandable. Another advantage of FGAC is that the users have the right to arrange their own policies and determine who can reach their own information [70, [75] [76] [77] [78] [79] [80] [81] . Until FGAC was introduced, many access control mechanisms were using an all-or-nothing approach. However, this approach is insufficient in meeting the situations that are important for most users. Thus, FGAC helped many systems develop a new approach. Over and above, because FGAC is not seen as a sufficient access control mechanism, different hybrid models were developed with the aim of making this control more productive. [75, 76, [82] [83] [84] . However, this control system also has disadvantages. One of the most important problems is that it does not create problems in the systems that work on their own.Additionally, FGAC has problems in identifying and distinguishing between the operations produced when cooperating with complex structures. Another important problem is that when the operations should be updated according to the changing environment needs, identifying the policies in a semantic manner and formalizing them, applying the policies in a secure manner, and analyzing the policies in a coherent manner becomes much harder [85] [86] [87] [88] . Review: As the operations are performed in user-based fashion, FGAC has a low level of Privileges/Capabilities Discover. As the system users are acting with thinking, the usage of it is really easy. The assignments of the users can even be substantiated by another user, which means an intermediate level of Ease of Privilege Assignments. Syntactic And Semantic Support For Specifying AC Rules can be made optional. It can show changes according to the assignments the user makes. The users can transfer their authorities because they can also make policy defining and assignments. Thus, it has an intermediate level of Delegation of Administrative Capabilities and Policy Combination, Composition, And Constraint. As it has the best access control that shows the best compatibility with other systems, it has an intermediate Vertical Scope. It is really successful regarding the security just as DAC; thus, the FGAC Safety is high level as long as the user is not with bad intentions. As FGAC has problems identifying the operations, it has a low level of Operational/Situational Awareness. Furthermore, because it has problems adapting to changing environment conditions, it has a low level of Adaptability. As mentioned in the description, it does not have any problems working with a single system whereas it creates many problems when working together with complex systems. One of these problems means that it has a low level of Policy Import and Export. One of the most important elements that were considered while developing this access control is whether FGAC is compatible with every system. Thus, it has an intermediate level of OS Compatibility. The user interface is practical and it thus has an intermediate level of User Interfaces and API. FGAC creates and defines different access structures for each user, which means a high level of minimum Least Privilege and Management Complexity. Furthermore, because the control decides the functions that activate for every situation and operation, the security leaks are not allowed in any way; thus, it has a high level of Separation of Duty. The operations, functions, and procedures in the systems are high in mathematical terms and dense. This means that it has a low level of Enforcement Mechanism. Although functions were developed for every situation, there is not a system to come into effect in the cases of access conflicts; thus, it has a high level of Policy Conflict. Furthermore, as the control does not want the complex system to be working, it implemented some restrictions, which means a low level of Horizontal Scope and Configuration Flexibility.
Hierarchical Attribute Based Access Control
Hierarchical Attribute Based Access Control (HABE) surfaced as a result of its usage of the features of FGAC and Ciphertext-Policy Attribute-Based Encryption (CP-ABE) mechanisms. The system is operated in a hierarchical structure, and according to this structure, the system is made up of a root master (RM) and multi-layer domain masters that consist of the set of users, and users have the set of attributes as shown in Figure 6 . Furthermore, it aims the administration of the data with the same domain with certain linking processes of the data that are in the system. The system affects the assignments mechanisms in hierarchical fields and causes the ABE to increase. This rising substantiates by allowing the admin or the manager to assign their function keys to other admins (in relation with the KP-ABE and CP-ABE that is existent in ABE) [21, 89] . HABE is the best control mechanism that provides the best scalability and flexibility. However, this was not enough for the system developers and the hybrid HASBE model was developed [90, 91] . The most important feature of this access control is that it gives the information of which user, in a secure way, belongs to which class. While this feature is embraced positively by a group of people, it is seen as an element that ignores the system security and privacy [92] [93] [94] . is low in addition to its Horizontal Scope. The fact that it was made with CP-ABE increases the security of the system, which means a high level of Safety. Furthermore, because the features of access controls such as FGAC and HIBE was used, it can create new problems in the alteration processes; thus, it has an intermediate level of Adaptability. Fact that it is powerful in terms of its flexibility provides the ability to be able to operate on different operating systems. Thus, an intermediate level of OS Compatibility is existent. HABE has a hierarchical structure; thus, the ID assignments of the users are performed according to this hierarchy, and the operations are carried out by the domain masters. Thus, the access restrictions are substantiated in powerful fashion, and in this manner, the distribution of objectives and processes are performed in the best possible way. Thus, it has a high level of Least Privilege, Separation of Duty and Management Complexity. Its Enforcement Mechanism is at low levels because the operations are performed similar to the manner in FGAC. It does not have any procedures to deal with conflicts, which means a high level of Policy Conflict. As the hierarchical structure in the control is valid for the information entries that will be implemented in the system, it results in the limitation of Horizontal Scope and the system does not have scalability or flexibility features, which means a low level of Configuration Flexibility.
Attribute Based Encryption Fine Grained Access Control
As a result of the deficiencies of FGAC, a more secure access control was needed and a hybrid model was created. It is used for Attribute Based Encryption (ABE) processes and allows the user to perform encryptingdecrypting processes. It also performs the operations on the data via a private key and a cipher text [87, [95] [96] [97] [98] . It is separated into two categories as KP-ABE and CP-ABE [21, [99] [100] [101] [102] . In the former category, the decryption key used for decrypting is made of many access structures and the operations are performed accordingly; however, in the latter category, the decryption key consists of many attributes [98, [103] [104] [105] [106] [107] . Figure 7 shows a combination of both fine-grained access control and attribute based encryptions. access control that shows the best compatibility with other systems, it has an intermediate Vertical Scope. It is really successful regarding the security; thus, the Safety is in high levels. As it has problems identifying the operations, it has a low level of Operational/ Situational Awareness. It also has problems adapting to changing environment conditions, which means it has a low level of Adaptability. It can work with a singled system but it creates many problems while working together with complex systems. One of these problems means that it has a low level of Policy Import and Export. It has been compatible with every system. Thus, it has an intermediate level of OS Compatibility. The user interface is practical; thus it has an intermediate level of User Interfaces and API. ABE FGAC creates and defines different access structures for each user and decides the functions for every situation and operation, and the security leaks are not allowed in any manner. This means a high level of Least Privilege and Separation of Duty and a high level of Management Complexity. The operations, functions, and procedures this system allows to be included in the systems are really high in mathematical terms and very dense. Consequently, it has a low level of Enforcement Mechanism. There has not been a system to come into effect in the cases of access conflicts; thus, it has a high level of Policy Conflict. Furthermore, as the control does not want the complex system to work, it implemented some restrictions, which means a low level of Horizontal Scope and Configuration Flexibility.
Security is one of the most important issues in Cloud Computing, and access control mechanisms play a primer role in enabling identification, authorization, authentication, access approval, and audit services on resources.
The main result of our study is that our research is detailed enough for comprehending the essentials of controls. In this paper, we have analyzed different access control models like RBAC, ABAC, DAC, MAC, FGAC, HABE and ABE-FGAC with their characteristics, advantages, disadvantages and their compliance with NIST standards. The existing solutions are Role Based Access Control-RBAC and Discretionary Access Control-DAC. Still existing solutions are not sufficient to trust the cloud. RBAC is the basic access control model that the users are assigned to different roles and the necessary permissions, limitations and authorizations are performed because of these roles. DAC provides the basis for the security systems and also it has a really high flexibility when compared to other controls.
Since there are some several access control survey studies in the literature we aimed to show the differences of our research with others. A brief tabular comparison has been provided below in Table 1 on the basis of following criteria: investigated access control approaches, supporting main text with visual abstracts, listing advantages & disadvantages, queried databases, number of reviewed articles, and analysis variety whether the NIST metrics were used or not.
Masood and Shibli [52] analyzed cloud-based access control systems and evaluated those using NIST defined access control evaluation criteria with the perspective of 7 of 24 NIST metrics. Charanya and Aramudhan [21] analyzed features of cloud bases access controls and found their security issues. Subashini and Kavitha [3] developed the methodology of policybased file access using ABE with cipher text scheme. Punithasurya and Jeba Priya [4] discussed various types of access control mechanisms. Langaliya and Aluvalu [108] discussed traditional access control models and their advantages-disadvantages. Msahli, Chen and Serhrouchni [12] define the profile as the combination of all possible authorization, role, and other access parameters in Cloud system. Yang, Liu, Jia, and Shen [109] focus on how to securely share video contents to a certain group of people in cloud-based multimedia systems, and propose a cryptographic approach, a provably secure time domain attribute-based access control (TAAC) scheme, to secure the cloud-based video content sharing for that they analyzed ABAC and ABE. This analysis shows that all the existing access control systems have different appearances of cloud authorization. They either target a specific scenario or provide a solution for problems of access control system for the cloud. None of these systems on the cloud perform all requirements of cloud platform or user. Research in the field of authorization in the cloud environment should be reliable and scalable. Also, research focuses on the extensible framework for the cloud environment that includes different access control models. It was found that many controls seem to lack flexibility and scalability during the review, which Table 2 shows the controls. As Table 2 shows the most useful control is DAC, depending on when the studies are examined, the proposed new models are mostly RBAC, DAC, and MAC combinations. Figure 8 also shows the publication distribution of invested 109 papers by years. Figure 9 shows the percentage of distributions on different controls, and it is seen that the number of studies related to RBAC and ABAC increases every year.
Conclusion
In this paper, we analyzed 109 different articles that examine the access control mechanisms used in cloud computing according to the NIST standards and compared and classified processes of these articles. During our research, we employed 24 different class distinctions of NIST definitions by using the unique advantages and disadvantages of every model. As the researches were performed with our own means and with the resources our system provided, examinations of some access control mechanisms could not be performed regarding their compliance with the standards. The Audit, Bypass and Expression properties principles of the descriptions could not be examined. The research in the literature shows that the most used model is RBAC. Similarly, the most used models while creating hybrid models are FGAC and RBAC. Furthermore, although MAC and DAC are the most trustworthy models amongst the systems that were examined, they were not preferred on their own because of the flexibility of MAC and the low security of DAC relative to MAC. 
